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Layout:
0 2196 ? ?
File Index [Index item]Index item|Index item Unit 1 Unit 1 Unit 1 Unit 2 Unit 2 Unit 2
header header 1 2 3 header Picture |Thumbnail] header Picture |Thumbnail

Type and values of the fields:

File header (Offset 0)

Type/Length | Value (dec.) |Comments
int32 -1778772309 | WBC file tag (AB 16 FA 95)
int32 8606 | Header size (the first unit offset must be at least 8606)
int32 unknown
char*256 File title
Index header (Offset 2196)

Type/Length | Value (dec.) |Comments
int32 Number of units in the file

Index item
Type/Length | Value (dec.) | Comments
int32 Unit offset
int32 Unit size
int32 unknown
int32 Picture addition Unix/C timestamp
24 bytes unknown

Unit header
Type/Length | Value (dec.) | Comments
int32 -260977182 | Unit tag (E2 CD 71 FO)
int32 2088 | Unit Header size
int32 Unit size
char*256 Original filename
char*128 Image Title
char*256 Image Description
char*256 Image credits
char*8 File extension
int32 Picture file size
int32 Thumbnail file size
140 bytes unknown

Daily Date (Date when the picture was published as the Daily picture

int32 on www.webshots.com) in the form: yyymmdd.
int32 Picture addition Unix/C timestamp
int32 Fit to screen (O=default, 1=never, 2=always)
Char*128 Picture ID (the first letter is the ‘source’ of the picture, see the note)
char*96 Album title
char*788 Category title
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Note about encrypted pictures:

Pictures in WBC files are often encrypted. There are three types of JPEGs into WBC
files. The first type is unencrypted: all you have to do is to save the entire JPEG block into a
file. The second and third types are header-encrypted, and they are very similar. The first 8
bytes of the file define the type of encryption: it should be “‘WWBBO0000* or ‘WWBB1111’
(ASCII). Only the 100 following bytes are encrypted, the rest can be copied normally.

To decrypt these first 100 bytes, you have to use this procedure: grab the first 100
bytes into a matrix (A), then the following 100 bytes in another matrix (B). For every byte,
make this operations: B(n) = (B(n) XOR (NOT A(n)) XOR key. When you’ve finished, you
have in the matrix B the unencrypted header. The key value is 'A4' (hex) for “WWBB0000’
type, ‘F2’ (hex) for “‘WWBB1111’ type.

Note about the ‘source’ of the pictures:

The picture ID is composed of a letter, followed by an integer. Only the integer is the
real ID of the picture: the letter represents the field named ‘source’. It identifies the origin of
the picture:

- W and P stands for Webshots gallery
- U stands for User (pictures added manually)
- C stands for Webshots Community

Greetings:

e DuckWings (http://www.duckwing.ca/programming/WebPellets/) for the method to
decrypt pictures.

e Abdulkader Hajjar (http://members.lycos.co.uk/whisperit) for the help he gave me in
the reverse engineering of this file format.
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